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ABSTRACT

As vehicle technology has grown, autonomous driving that does not require driver intervention has developed.
Accordingly, CAN security, an network of in-vehicles, has also become important. CAN shows vulnerabilities in hacking
attacks, and machine learning-based IDS is introduced to detect these attacks. However, despite its high accuracy, machine
learning showed vulnerability against adversarial examples. In this paper, we propose a adversarial CAN frame generation
method to avoid IDS by adding noise to feature and proceeding with feature selection and re-packet for physical attack of
the vehicle. We check how well the adversarial CAN frame avoids IDS through experiments for each case that adversarial
CAN frame generated by all feature modulation, modulation after feature selection, preprocessing after re-packet.
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Table 2. Feature based adversarial attack
performance

Table 4. Re-packet and scale based adversarial
attack performance

Feature Flooding | Fuzzing | Replay | Spoofing

Data 256/256 | 256/256 - 256/256

Statistic

0/256 2/256 24/256 0/256
feature

Data
and
Statistic
feature

256/256 | 256/256 - 256/256

Attack Original | Adversarial

type DR DR EIR
Flooding 1.0 0.0 1.0
Fuzzing 0.99 0.0 1.0
Replay 0.97 0.0 1.0
Spoofing 1.0 0.0 1.0

Table 3. Feature importance based adversarial
attack performance

Feature Flooding Fuzzing | Replay | Spoofing
Data 256/256 256,/256 - 256/256
Statlstic | 056 | 3/256 | 8/256 | 0/256
feature

Data

and p B

Statistic 256/256 256/256 256/256
feature

255 F718l2 Generator® WMEE e A2
% o}A] scale ALl AMAAY AkE F7ElSol
X EFetal 34 Aol "olAA = AAE viE

Rl

AR delHE AA Aol FUT AS. 34
o] AEshe AS A o] Brhssehe WA

o
o] EAfslA R, 5 AFE $lg Ak R A A
CAN AR E AAste] IDSE 3lFste AA A
ol 2] FAL 7157 W T RS Zy
ol 91325 AN} 3FolA ARES W oE A
g A CAN feature® 9% dloly Felz
FHhel, Datawt W3kste] A4 A4 CAN
A2 ZE )3t Data 2 SAE wstsle] AAE A
& CAN #AA] Z#H9l& Fig. 9.¢ vhepdic}
Data®t Wt gl CAN wA]#] ZH 2 &
dlele] Z#Hql F ¥4 dlole] Z#H e Data T=
b wgkE waS #eld 4 9lck Data ¥ BAE
wgksle] AAE Ard CAN wlAA] ZH gL &
2 ool =17} vy , 27 dlo]E| 2]
A7b BANE W e & 4 olrh. A4

i

ol 2

H>a

A=)

05’4 o

&

1597759777 553 80001190201008000 MNormal Normal
1597759777 553 80001190201008000 MNormal Normal
1597759777 553 80000000201008000 Attack  Spoofing
1597759778 553 80000000201008000 Attack  Spoofing
1597759778 553 80000000201008000 Attack Spoofing

Default CAN Data Frame

4

1597759777 553 80001190201008000 MNormal Normal
1597759777 553 80001190201008000 MNormal Normal
1597759777 553 8000000 FC FFA9 B4 CB Attack  Spoofing
1597759778 553 80000 00 FC FF A9 B4 CB  Attack  Spoofing
1597759778 553 8000000 FCFFA9 B4 CB Attack  Spoofing

Adversarial CAN Data Frame

Fig. 9. Adversarial CAN Data Frame
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Table 5. Re-packet and preprocessing based
adversarial attack performance

Feature State Flooding | Fuzzing | Spoofing

Before
reconstruc
tion

Data feature

256/256 | 256/256 | 256/256

Reconstru

. 256/256 256/256 256/256
ction

Before
reconstruc
Data and tion
Statistic | feature

feature

256/256 | 256/256 | 256/256

Reconstru

. 226/256 256/256 253/256
ction

250 A

=] 5]
(=] o

=
=]
(=]

MNumber of successing cases

I Feature importance
Re-packet & Scale
I Re-packet & preprocessing

Flooding Fuzzing Spoofing
Attack type

Fig. 10. Adversarial attack performance that
modulates only data features

250

G S
=) S
L I

Number of successing cases
=
o
(=)
|

W Feature importance
Re-packet & Scale
W Re-packet & preprocessing

Flooding Fuzzing Spoofing
Attack type

Fig. 11. Adversarial attack performance that
modulates data and statistic features
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